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Which is more Important —
Compliance, Security or
Operability?

Geoff Harris
President : ISSA-UK

The Global Voice of the Information Security Profession
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Operability is the ability to keep a system in a functioning and
operating condition.

Operability = Functionality + Availability + Performance + Ease of Use
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Information Systems Security Azsociation

Security = Confidentiality + Integrity + Availability
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Compliance

Industry Regulatory | Government |Legal

1ISO27001 |FSA MPS DPA

PCI DSS SOX Infosec RIPA
Standards

COBIT Basel Il JSP440 CMA
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Compliance achieved
0% 25% 50%  ¥5%  100%

Policies and standards
Ownership
Organisation

Risk identification
Awareness

Service agreements
User capabilities

IT capabilities

System configuration
Data back-up
Contingency arrangements
Physical security
Access to information
Change management
Problem management
Audit/review

Qur arrangements
have been tested and
comply with the stated
standard

[ Our arrangements
comply with the stated
standard
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