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Today’s dissolving perimeter
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® Increased mobility

e Flexible working

e Non-managed users



Rapidly evolving threat landscape
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Fragmented response to growing threats
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What is Network Access Control?

e Everybody claiming NAC solutions
e Network infrastructure providers
e Niche appliance vendors

e Endpoint software vendors

e But what’s the problem?
e NAC #Enforcement
e NAC = Enablement
e Through risk reduction

® And reducing IT costs/pain



Network Access Control policies

e All connecting PCs must have all critical patches installed

e Anti-virus must be enabled & have been updated in last 24hrs
e All laptops must have personal firewalls enabled

e All contractors’ PCs must comply with the corporate standard
e Unknown computers may only access the internet

e All laptops must be encrypted & backup to the network daily

e Brokers must submit reports within 3 days of month end



NAC use scenarios
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NAC life-cycle
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Network Access Control assessment

e Contextual assessment
e On the corporate LAN
e On the road

e At home
e Employees, contractors & guests

e \Wherever & whenever users are working
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NAC reporting & alerting

e Real-time alerting

e Compliance auditing
e How many corporate PCs are not patched?
e \Which users have disabled the personal firewall?

e How many unknown PCs are connecting to the network?
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NAC Case Study

700 offices globally

| _.17' CoUhtkies
50,000 PCs

Goal: Zero Vulnerabilities

- Approach: - Before NAC:

- Policy/Baseline: SOPHOS - 4.4 VVulnerabilities per PC

- Access Control: DHCP -70% of systems patched within 30 days
- Critical Success Factors - After NAC (report only):

-Tested Usage Cases (employee -1.4 Vulnerabilities per PC (trending

PC, visitor PC, "bad guy®) down)

- Focus first on audit, not - 99% of systems patched within 7 days

enforcement 12



NAC control

e Remediation

e User notification

e Self-service or automated

e Application level control
e By EXE and IP address

e User based
e CEO
e Sales department
e Call center
e Contractor

e Guest 13



NAC enforcement

@ Ensure that all PCs are assessed
® Prevent connection of unassessed PCs

e Set rules for other assets

e E.g. Wifi access points
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What is Network Access Control?

e NAC is managing endpoint/user policy compliance
e Endpoint IT responsibility
e Definition of policy
e Continuous assessment
e Reporting and alerting
e Control and remediation
e Converging with endpoint security

e Corporate and unknown users and systems
e Enforced through the network

e Partner with Network |IT team

e Use existing infrastructure
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