InfoSecure Risk & Compliance Assessment Solution

Information Security Solutions that work
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Introduction

Knowing the system and process weaknesses is the
first step in identifying a security risk. All organisations
should take a serious look at the security risks they
face and address the security challenges with a
comprehensive risk management approach that will
protect the organization while driving business value.
The analysis and management of risks and the
compliance with policies, rules and standards, involve
not only the identification of the relevant threats and
weaknesses, but also communication of the actual
controls aimed at mitigating these risks.

In many cases, this essential, but vital approach to
compliance assessment, does not always receive the
required focus and attention. InfoSecure’s New
Generation Risk and Compliance Assessments
Solutions Suite offers a comprehensive solution to
assist with the process of information security
assessments of Assets and Business processes in your
organisation.

Unique solution in the market

InfoSecure’s Risk & Compliance Assessment Solutions
Suite is founded on best practice and consistent with
the International standards for Information Security and
Risk Management ISO 27001/ 27002 and 27005, other
standards are PCI DSS and BS25999. The nature of
the solution is modular and flexible, and is designed to
provide added functionality that can be upgraded to
ensure consistency with changes in the standards. The
solution will show what must be done to improve
Information Security performance level within the
organisation and will provide practical support to
achieve it.

This approach differentiates InfoSecure from its
competitors in that its solution supports different
database platforms and is developed with the

latest .Net based technology. It has a modular and
scalable setup with a flexible and active user interface,
including extensive auditing functionality.
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Two tools in one Solutions Suite

The New Generation InfoSecure Risk Assessment &
Compliance Solutions Suite comes with two tools; Risk
Assessment and Compliance tools. The tools support
different standards and can be fully customised.

[
Risk Assessment tool

° Tool for risk assessment

° Threats/impact based (evaluation and reporting
based on threat and impact level)

° Required controls based on threats/impact defined
° Evaluation and reporting can have weighted values
per control

° Tool supports ISO 27002

o Tool can also be used for risk assessments using
other standards and requirements

I ———

Compliance Assessment Tool

° Tool for compliance assessment

° Assessment is based on predefined standard

° Presence of all controls in standard should be
evaluated

° Evaluation and reporting can have weighted

values per control

° Tool supports ISO 27002, PCI DSS, BS 25999 and
other industry standards

° Tool can also be used for compliance
assessments using other standards and
requirements

I ——

Scalable solution

The Solutions Suite is scalable and can be used by

organisations of all sizes for any types of Risk or

Compliance assessments. Short assessments are

available to enable an organisation to do Quick Health

Checks. Business Risks, Threats and Controls can be

edited and separate self defined sets of controls can be

added to existing standards or form an assessment
template in its own right.
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The Risk Assessment and Compliance Solution Suite,
dashboard gives you an at-glance view of your
summaries, a clear risk overview and a compliance sector
score.

Import/Export

The Solution also provides import/export facilities of the
organisational structure, all surveys, and the Threat
Control Matrix. The Solution also supports local surveys
on stand-alone machines, where it will be possible to
import the survey onto the database when connecting to
the network again.
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Reporting

Extensive MIS reporting is available. Subsequent
assessments can be undertaken to record improvements
trends between assessments. It is also possible to run MIS
reports to show results from more than one assessment,
for example to compare the security status for different
assets, processes, business areas etc.

InfoSecure can assist with creation of custom made
printed or on-line reports which can be uploaded onto the
system.
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Implementation in 5 steps

InfoSecure recognises the importance of effective risk
management, and offers an implementation programme,
which meets the specific needs of the client.

The implementation programme has 5 steps for the Risk
Assessment tool (as shown below)

The Compliance Assessment tool comprises 3 steps,
where the BIA and TVA are excluded.

I
User Management

There are 4 different levels of users in the assessment
solution; administrator, co-ordinator, assessor, auditor.
Each group has it's own rights, ands limitations.

Each co-ordinator has a group of assessors to administer.
Co-ordinators can see and amend all assessments
belonging to each member of their group of assessors.

The administrator and the co-ordinator can re-assign an
assessment to another assessor if necessary.

InfoSecure Risk Assessment & Compliance £ 5.2
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Auditing facilities

All changes to assessments or users will be logged in the
audit table with date/time stamp. The audit records will be
kept as long as required; the length of time logs are kept
can be configured.

e
Advantage of working with InfoSecure:

e 10 years of experience in both public and
commercial organisations.

e  Familiar with procedures and decision making
processes at government bodies.

e Extensive experience in information security in the
tactical and strategic areas supported by accredited
security certificates.

e InfoSecure approaches Information security from the
point of view of company processes not from
technology.

e The approach is based on internationally
acknowledged standards such as ISO 27002, PCI
DSS and BS 25999.

e Pragmatic approach where the development of the
organisation is more important than theory.

e Internally developed and proven solutions in the area
of risk management, awareness and training.

e Positive feedback from our existing customer base.

e Independent advice, that is not influenced by
suppliers and manufacturers, is offered.
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About InfoSecure

InfoSecure, founded in 1999, supplied the first awareness
and risk assessment programmes the same year. Since
then, InfoSecure has built up a worldwide

clientele. The company provides solutions globally in
more than 80 countries and in 22 different languages.

The unique method used in our solutions, has proven
itself in practice and is an international best seller. Over 2
million people throughout the world have successfully
followed our programmes.
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Contact Information

InfoSecure Netherlands InfoSecure Scandinavia
Hamersweldseweg 65 Postboks 70
3833 GL Leusden NO-5331 Rong

Norway
The Netherlands N
Tel: +31 33 432 539 Tel.: + 44 (0)7734 996249

sissel.thomassen@infosecuregroup.com
Fax: +31(0)33 432 5938 www.InfoSecuregroup.com
wilbert.pijnenburg@infosecuregroup.com

www.InfoSecuregroup.com

InfoSecure Switzerland
Madersforst 108
CH-3204 Rosshéausern (Bern)
Switzerland
InfoSecure UK Tel.: + 41 (0) 764396002
9 Churchill Road Fax: +41 (0)31 751 02 21
Earls Barton thomas.schlienger@infosecuregroup.com
Northampton www.InfoSecuregroup.com
NN6 0PQ
Sissel.Thomassen@infosecuregroup.com
Tel: +44 (0)7734 996249
Guy.Ballantyne@infosecuregroup.com 137 Lawrence Avenue East
Tel: +44 (0)772 005 9299 Toronto Ontario M4N 1S9
www.InfoSecuregroup.co.uk Canada
Tel.: + 1 (0) 4167685809
marybeth.macdonald@infosecuregroup.com
www.InfoSecuregroup.com

InfoSecure Canada

InfoSecure Germany
August-Horch-Stralle 6A InfoSecure Group International
D-55129 Mainz Hamersveldseweg 65
Germany 3833 GL Leusden
Tel.: +49 (0) 613 127 79979 The Netherlands
Fax. +49 20; 613 190 87778 Tel.: +31 (0)33 432 5939
o Fax: +31 (0)33 432 5938
dirk.loomans@Infosecuregroup.com

info@infosecuregroup.com
www.InfoSecuregroup.com www.InfoSecuregroup.com

InfoSecure Belgium

Rue de la Presse, 4

1000 Brussels

Belgium

Tel.: +32 (0)2 227 1150

Fax: +32 (0)2 218 3141
melle.beverwijk@infosecuregroup.com
www.InfoSecuregroup.com
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For more information about InfoSecure, and the solutions
we offer go to:

www.infosecuregroup.com

Our Clients

below you can see a selection of some of our 120

clients
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