
 

DigitalPersona Privacy Manager Pro is a centrally-
managed secure communication solution for businesses. 
It enables sensitive documents and communication to 
remain private, secure and unaltered wherever they are 
transmitted or stored.   

With Privacy Manager Pro, you can digitally sign and 
encrypt Microsoft® Outlook email and Office documents 
with the touch of a finger or a password. 

Your business now gets per-person accountability and fine-
grained control over access to electronic documents and 
communication, without sacrificing productivity or ease of 
use. This makes it easier for organizations to comply with the 
growing demands of regulatory compliance and corporate 
loss prevention mandates.

Privacy Manager Pro can be layered on top of DigitalPersona 
Pro’s fingerprint identity solution to provide a higher 
level of convenience and security than lengthy passwords. 
In addition, businesses have increased assurance that the 
signature truly represents the indicated person.

DigitalPersona® Privacy Manager Pro

Data Leak Protection for Compliance and Security

 	 •	 Sign documents and email to confirm that they 	 	
		  are authentic and unaltered.
	 •	 Encrypt documents and email that can only be 	 	
		  read by the intended recipient.	

Document Approval Process Automation

  	 •	 Create quick and secure approval workflows.
	 •	 Add electronic signature lines with irrefutable 

digital identities to documents.

Central IT Management and Control 

 	 •	 Easily publish and store certificates in Active                	 	
		  Directory.
	 •	 Centrally control policies for users by IT.

Strong Security without Traditional Complexities

 	 •	 Easily obtain, exchange and manage digital                	 	
		  certificates for users.
	 •	 Use your current corporate infrastructure 	 	 	
		  certificates.
	 •	 Easily obtain digital certificates from a global 	 	
		  certificate authority.

             S E C U R E  C O M M U N I C A T I O N  M A D E  E A S Y

	Encrypt email messages•	

	Sign documents electronically•	

Centrally control policies    •	

Secure Documents Secure Communication



 

COMPONENTS
Privacy Manager AdminTool is 
installed on the administrator’s system 
and enables central management of 
digital certificates and policies through 
Microsoft Active Directory.

Privacy Manager is installed on desktops 
and laptops and enables digital signing 
and encryption of email and documents. 

SYSTEM REQUIREMENTS
Privacy Manager AdminTool

• Microsoft Windows XP, Windows Vista, Windows 
Server 2003, Windows Server 2008 

• GPO settings applied on Microsoft Active Directory 
Domain Controller 

	       o  Microsoft Windows Server 2003, Windows            	
           Server 2008

Privacy Manager
• Microsoft Windows Vista and Windows XP 
• Support for Microsoft Outlook 2007 
• Support for Microsoft Outlook 2003 
• Support for Microsoft Office2007

To Use Fingerprint Authentication:
• DigitalPersona Pro Server 4.2 and above
• DigitalPersona Pro Workstation 4.2 and above
• Support of PCs with built-in fingerprint readers and 

DigitalPersona fingerprint peripherals 

KEY FEATURES
Digitally Sign Email and Documents       
A digital signature confirms the identity 
of the sender and verifies that the 
content stays authentic and unaltered.

Encrypt Email and Documents              
An option to encrypt sensitive 
information protects it so it can only be 
read by authorized recipients.

Corporate Digital Certificate 
Infrastructure Support                            
For organizations that have deployed 
their own certificates containing 
exportable private keys, Privacy 
Manager Pro allows IT to enable users to 
import their corporate certificates into 
Privacy Manager for use in their secure 
communication.

Active Directory Certificate Storage 
and Deployment – The ability to publish 
certificates in Active Directory creates a 
large number of Trusted Contacts within 
the company easily.
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Central Group Policy Management     
Using Group Policy Objects (GPOs), 
IT can control the policies governing 
users’ secure communication, such as 
controlling encryption and defining 
acceptable types of digital certificates.

Comodo Digital Certificate Support  
Employees can invite their external 
partners and business contacts outside 
the company to be their Trusted Contacts 
in Privacy Manager by using Comodo’s 
Internet Security digital certificates.  

Seamless integration with 
DigitalPersona Pro – Fingerprints add a 
higher level of convenience and security 
with the touch of a finger instead of a 
lengthy password, and with increased 
assurance that the signature truly 
represents the indicated person. 
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