Safe’n’Sec Corporate Solutions

New generation of computer protection systems in corporate networks of enterprises of
various size from malware, network intrusions and insiders. Safe’n’Sec corporate
solutions protect computer networks from inside attacks with mass malicious codes
usage and from specially developed malware and intrusion methods. Prevent
deliberate or occasional information drain and block Internet threats. Help to save
confidential data, customer reputation and minimize financial risks connected with
confidential info loss.
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Advantages

Education mode is available for setting Safe’n’Sec solutions to company’s computer
network. Simplicity of installation and management: mobile management console
doesn’t require installation; standard settings are available varied depending on
company’s structure. Control of service tasks execution is available from any computer
in the network, offline computers administration is available, computer network
administration up to 10.000 workstations is centralized. The system is easily set to the
servers of different types (WEB, data bases, etc.) and is compatible with already



installed security systems.
Multi-purpose protection of corporate network

e Prevents unknown viruses and spyware spread in the network,

o Blocks hacker attacks of any complexity,

o Blocks malicious activity before it damages the system,

o Prevents all attempts of unauthorized access to corporate network,
e Deliberate/imprudent actions of inside network users.

Applications activity control

e Analyzes applications behavior,

Uses the list of rules for allowed or forbidden applications,
o Provides applications activity control in real time,

e Prevents system changes made by novice users.

Accordance to multi-purpose protection concept

o Easily combined with traditional means of network protection,

e The system is not resource consuming,

¢ Among the first modules downloading during OS start up preventing damage to
the system at the initial start up stage,

¢ Integrated solution with antivirus scanner is available.

Safe’n’Sec Business
Solution for small and medium business

New generation of computer protection systems in corporate network specially
developed for small and medium business enterprises (up to 25 computers in the
network). This product line provides protection from external and internal IT security
threats to the companies” networks:

e Hacker attacks from outside,

o Computer viruses, worms, Trojans and other malware,

e Information drain with help of electronic devices through setting of appropriate
activity control rules,

o Deliberate/imprudent actions of inside network users.

Being targeted to solving SMB companies” most urgent needs we have developed the
product line including Safe’n’Sec Business basic version (complex protection system) as
well as combined solutions supplemented with additional modules.

Safe’n’Sec Enterprise

Solutions for middle size and large enterprises



Safe’n’Sec Enterprise is a special development of S.N.Safe&Software for middle size and
large enterprises. The system allows controlling all the spectrum of potentially
dangerous programs and preventing any kinds of threats to computers in the network
what makes it essential and sometimes the only solution of IT security problems of the
companies with branchy corporate networks. Availability of mobile console of
centralized management and several service centers allows reducing time outlays for
company’s IT security system deployment in several times and making the
administration of corporate network much easier. All these factors allow saving the
company’s budget and staff resources substantially!

Enterprise product line provides protection from external and internal IT security
threats to the companies’ networks:

e Hacker attacks from outside,

o Computer viruses, worms, Trojans and other malware,

e Information drain with help of electronic devices through setting of appropriate
activity control rules,

e Deliberate/imprudent actions of inside network users.

Enterprise version advantages:

e Several management consoles (through service centers) for making branchy
computer networks administration easier.

e Service centers availability for comfortable administration of multilevel
computer networks. It's a significant advantage for the companies consisting of
several remote offices. Service centers provide centralized setting of user rights
to make definite operations within the individual computer and the network,
setting of activity control rules for individual groups of networked computers,
updating start-up on schedule, tasks execution on offline computers, centralized
creation and storage of databases of all events taking place on different
computers/PC groups, system administrators e-mail notification about crucial
network events. Service centers are aimed to simplify and unify the task of
system administrator at the maximum while he is managing the branchy
computer network.

o Compatibility with IT security software of exterior developers.

o Extended technical support.

Structure and capacities

Client agents

To be installed on each computer in the network. Analyze applications activity and
block dangerous actions which can cause system malfunction or confidential data
damage/loss. Control access and usage of system resources (files, system registry and
services, processes, network).

Management console and service centers

Centralized system of remote management of corporate network. Using the console
system administrator remotely installs and sets client programs, gets Safe’n’Sec updates



through Internet and sets common settings and tasks for computer groups. Also using
the console control of all network events is executed and reports about confidential
information usage are generated.

Technical requirements

e Pentium II 400 MHz or higher

64 MBRAM

e 20 MB free space on hard drive for Safe'n'Sec Client installation

e Microsoft Windows XP Home Edition/Professional (SP2 and higher)
e Microsoft Windows Vista 32

e Microsoft Windows 2003 Server



