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Risk management is simply
not giving executives what
they want and as a result
risks are not being
managed adequately

Abstract

This paper argues that the risk management industry is currently failing business
managers because it is not giving them the information that they need to manage risk
effectively. The vast majority of avoidable business disasters or failures occur because
those executives with the power to take action to avoid or mitigate the risks aren’t
aware of the true risks.

The paper goes on to describe a new risk management framework for giving
executives the information that they need, based around the three key attributes of:
valuable information; ease of use; and, flexibility.

Introduction

Risk management is struggling, badly. No-one disagrees with the need for risk man-
agement yet delivery rarely matches the expectation.

Risk management is simply not giving executives what they want and as a result risks
are not being managed adequately. Take any well-publicised crisis: Northern Rock,
UK Government'’s loss of 25 million personal records, Hurricane Katrina or any failure
within your own organisation and they are characterised by the fact that those people
with ultimate responsibility weren't properly aware of the risks that they were carrying.

It is not good enough to
say that management
turned a blind eye to the
risks or was cavalier, that ) F
may be the case in a :
very small number of
instances but generally
management will seek to
optimise the risk — return
balance.

They won't take risks with people’s lives, livelihoods or their own jobs or reputation just
for the sake of it but they may do if they don’t properly understand the risks they are
taking.

What do executives want?

Ultimately, executives want to know whether they will achieve their objectives and tar-
gets — for this is what they are judged and rewarded on. For many executives, the pri-
mary objectives are financial — earnings growth, sales targets, economic value added,
efficiency savings, market share, etc. However, managers also have an objective, not
always stated explicitly, of delivering within the constraints of the law, regulations and
the ethical frameworks demanded by society. If executives fail on these latter obliga-
tions they are unlikely to achieve their primary targets.

northern rock

Management therefore creates strategies and plans, and allocates resources with the
aim of achieving its objectives (in the broadest sense). It then monitors performance
against these, adjusting as necessary in response to ‘business as usual’ issues and
events that arise. If it is possible that events could arise that will significantly affect the
chances of achieving targets, management wants to know about them. In particular, it
wants to know what these potential events are, the level of risk posed by them, what
actions can or are being taken to address the risks and whether the remaining (or re-
sidual) risk is within management’s appetite for risk.



T ——
. el el B e

Any other risk-related information is largely irrelevant. So if risk managers want to grab the attention of executives
they need to speak in the language of business objectives and targets. They also need to have the facts to back up
their statements.

Executives want the following information available in
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The level of compliance with control standards that are being applied to mitigate risks

If necessary, the actions that need to be taken to bring the residual risk within risk appetite

Progress monitoring to track actions through to completion

Risk and compliance trends based on historical data to see whether (or not) progress is being made.

Management needs the above information to be available for each part of its business model, with aggregate views
for appropriate business groupings and across the entire Enterprise. Without this visibility of risk it is difficult to see
how executives can comply with their corporate governance obligations, for example under Sarbanes-Oxley or the
European 8th Company Law Directive on Statutory Audit (Euro-SOX).

What are executives currently getting?

Generally, executives don'’t get the information described above in a form that is timely and easy to understand and
use. Instead, where risk information is presented, it more-often consists of:

Either , incoherent risk and compliance information, typically characterised by:
a. Statements of theoretical risks against some scale not linked to business performance or risk appetite
b. A confused mix of genuine risks and ‘business as usual’ problems

c. Weak linkage between risk management and compliance management such that poor compliance (e.g. send-
ing 25 million sensitive personal records unencrypted through the post) doesn't register with executives as a
massive unacceptable risk

d. As aresult of a. b. and c. long lists of ‘risk-related actions’ many of which are never completed because man-
agers can't see the benefit in relation to their business objectives and targets.

Or, narrow, focused risk information that misses the ‘big picture’, typically characterised by:

e. Statistical calculations of ‘value at risk’ from a vast array of individual transactions but no overall view of the
material risks to achievement of business objectives.

MISSING DATA INCLUDES The HMRC data loss is a clear example of incoherent risk and compliance
HM Rvpriae

S Child Banafi claim (NE information as illustrated in point c. above. Itis very likely that HMRC carried
— out risk assessments and that they had specified appropriate secure proce-

dures for transferring sensitive personal records. But they clearly did not

have the real-time information visible to senior HMRC executives of the mas-

sive risk that they were carrying as a result of non-compliance with security

procedures. Otherwise, management surely would have taken the simple step

of enforcing compliance.
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The Northern Rock debacle is an example of failing to see the big risk picture. Like all regulated financial institutions
they will have had sophisticated risk processes for monitoring their market, credit and operational risks by

transaction and across their various lines of business. However, they failed to properly assess and manage the
‘really big risk’ of a global credit squeeze cutting off their lines of funding.

There is a further problem — presentation of the information. Even where the data that management wants is
available it can be difficult to extract from the huge amount of extraneous noise accompanying it. Valuable
information is rarely presented in real-time in a simple attractive form that provides ‘at a glance’ understanding of
current risk status.

This problem of lack of good information for business managers is often misdiagnosed by risk managers as a lack of
commitment. Risk managers start to get frustrated when it appears that risk management isn’t being taken
seriously. They then start to devise awareness programmes to ‘overcome the barriers to risk management’ which is
a sure sign that the risk management programme needs a fundamental rethink.

After all, if, as so often claimed, risk management can really provide business benefits who wouldn’t want to use it?

Approaches to risk management have polarised at two extremes in recent years.

On one hand, the insurance and banking industries have extended the sophisticated actuarial models used to as-
sess credit and market risk to cover operational risk management as a result of Basel 1l Capital Accord.

These use stochastic modelling tech- A
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The fact that these expensive high-end solutions can calculate sound statistical results does not of course automati-
cally mean that risk can be managed effectively, as demonstrated at Northern Rock.

Debates on risk management at this level tend to be dominated by mathematical arguments around the merits of
various statistical approaches and tend to miss the fact that many risks cannot easily be quantified in statistical
terms, that historical data is often not available and that effective control of operational or strategic risk depends on a
range of ‘soft’ factors such as policy, process, awareness and leadership that are difficult to measure.

Some industries outside banking and insurance have adopted similar solutions, e.g. energy (particularly energy trad-
ing) and manufacturing (particularly for risks around the supply chain). However, for most organisations other than
those forced to comply with regulations these approaches are too complex and too expensive for the relative value
provided to business managers.

At the other extreme, in an attempt to introduce ‘easy to understand’ risk management processes, solutions have
been developed around the creation of risk registers and the use of simple risk matrices and heat maps for assess-
ing and reporting on risk . Typically a series of risk registers is created, perhaps relating to different business areas
and then the register owner takes responsibility for logging and assessing risks, specifying mitigating actions and
allocating these to ‘action owners’. Risks that exceed certain thresholds can be escalated to higher level registers,
and ultimately to senior management.



These processes seem to be particularly favoured by the
public sector and also tend to be the starting point for
organisations that are new to risk management. However,
they have generally proved unsuccessful for the following
reasons:

They tend to encourage a ‘risk by risk’ approach —
risks are identified, assessed and dealt with
individually, usually without much attempt to
understand the aggregate risk position of the business
area in relation to objectives and risk appetite

Risks assessments can be highly subjective and
influenced by the bias of those completing the
assessments

Residual risk is difficult to calculate, usually requiring
multiple re-assessments of risk in relation to the
perceived effect of mitigating actions which are also
highly subjective.

The result of such approaches is usually a bureaucratic log-jam with risk registers and long lists of actions being cre-
ated and summarised into management reports. Since the risk reports don’t provide clear credible information that
management can take action on with confidence they aren’t taken seriously. As a result, despite having taken steps
to introduce risk management processes, management still doesn’t truly understand its real risk position and re-
mains vulnerable to falling short of achieving its objectives and targets.

The two extremes are indicated in the diagram below. The High-end solutions are high complexity, high cost and
very specific to the banking and insurance industries. The simple solutions are low complexity, low cost but gener-
ally fall a long way short of providing management with the information that they want.

Q Diameter of circle illustrates ability to provide

_ The medium complexity — medium cost middle
what executives want

ground is the area that has the most potential to
give management what it wants. Here, there is
potential for solutions that are intuitive and easy
to use, yet also provide a level of rigour and
consistency that gives management visibility of
risks in relation to business objectives and risk
appetite and allows them to make risk decisions
with confidence.

Cost

High-end
solutions

Poorly served

middle ground The middle ground is too complex for home

grown manual processes (usually supported by
spreadsheets) or internally developed software
solutions to be successful.

However, the risk management software industry
has struggled to serve the middle ground and is

» the primary reason why risk management is
struggling.

O

Simple solutions

Complexity

Historically, software solutions occupying the middle ground have tended to be large enterprise database solutions
that can collect massive amounts of risk-related data, and then sort and present it in a multitude of different ways.
Database technology allows risk-related data to be imported, linked, compared, exported in many different ways and
some software suppliers have been lured into providing an ever expanding array of functionality.

So why aren’t these middle-ground software solutions providing what management wants? It's because the
underlying risk management framework (the business logic in software development terms) is flawed. Suppliers
have attempted to move from simple manual (spreadsheet) solutions into the middle ground by implementing the
same flawed risk management framework on sophisticated enterprise-wide software solutions. The result is high
cost enterprise software with expensive long-term implementation projects that when eventually complete, allow you
to search, sort and report on risks in a thousand different ways but which still don’t provide executives with what they
want.




The new risk management framework has three key attributes: 1) Delivery of valuable risk information on which decisions can be
made; 2) Easy to use by business managers; and, 3) Flexibility.

The first key attribute of framework is that
at any time, management can see its
current residual business risk in relation to
its appetite for risk.

09:13 14:13 23:13

If residual risk it is below appetite no
action is needed, if it is above appetite
then management knows that it must take
action.

The framework should allow New York London Tokyo
benchmarking between business areas

and aggregating up to groups of business , _ _ o _ o
areas and Enterprise-wide. Note: In the illustration above, the red pointers indicate the current level of residual risk in

relation to risk appetite. A red pointer which is beyond the 12.00 position is showing a
Management should also be able to drill-  current residual risk greater than appetite. The blue pointers indicate the level to which the
. . e risk could be reduced if mitigating actions and controls were fully and effectively deployed.
down to '”VeSt'Qate S.pE'CIfIC I’ISkS of A blue pointer which is beyond the 12.00 position indicates that it is not possible to reduce
concern and to identify the significant residual risk below appetite with the current controls, in this case additional controls are
control weaknesses that are contributing  required.

to unacceptable risk levels.

The framework should allow managers to
see at any time views such as Top 10
Risks, Control Compliance Status, Risk
History and Control History all selectable
by business area, groups of business
areas or the entire Enterprise.

This level of risk information allows
management to really understand their
risk and compliance position and make
business decisions with confidence.



1) Delivery of valuable risk information on which decisions can be made; 2) Easy to use by business managers; 3) Flexibility.

The second key attribute is ease of
use. Management won't use
complex or unintuitive processes or
systems, suspecting (rightly) that if it
is difficult to use it hasn't been
designed correctly.

The nature of ‘middle ground’
solutions is that they need to be
delivered via an enterprise software
solution; it is unrealistic to use
manual processes. The framework
should provide intuitive, easy to use
dashboards with aggregation and
drill-down capabilities.

Easy to use dialogs and tools should
be used for identifying, recording and
assessing risks and mitigating
controls or actions

The third key attribute is flexibility.
Most organisations undergo signifi-
cant change, so it must be possible
to quickly re-configure the risk frame-
work to keep pace. Change may en-
compass:

business model and organisa-
tional structure

scope of risks being addressed

risk metrics, i.e. the criteria and
measures used to assess risk

scope of controls being ad-
dressed, including sets of con-
trol standards and dependen-
cies between controls

control metrics, i.e. the criteria
and measures used to assess
control status

profile and authorisations of
users.

A risk framework that can provide the
three key attributes: valuable infor-
mation (in relation to business objec-
tives, targets and appetite for risk);
ease of use; and, flexibility will give
management what it wants from risk
management. This will result in
greater take-up of risk management,
more effective management of risk
and better business performance.



Blueprint for giving executives what they want
from risk management

The following 7-point plan will give executives what they want from risk management:

1. Keep risk management small, focussed and directly aligned with business objec-
tives and targets — avoid the temptation to encompass problem management by
excluding ‘business as usual’ problems, at least until risk management is firmly
embedded in your organisation

2. Understand and agree risk appetite in relation to business targets across the
Enterprise
3. Integrate risk management and compliance management such that weakening

compliance is reflected in increased risk to objectives and targets, and con-
versely increased risk demands an enhanced control and compliance regime

4, Provide management with valuable outputs presented in an attractive, relevant
and ‘easy to understand’ way - at any time management should be able see:

Current residual business risk in relation to risk appetite
Current Top 10 risks

Current compliance status

Risk and control compliance history

5. Make the risk and compliance management process non-obtrusive and credible
with management

6. Integrate risk management into management decision making. This will only
happen if risk management information is credible and provides value

7. Monitor and continually improve risk management by tracking actual perform-
ance against risk forecasts.

Delivery of this blueprint across the Enterprise will require a new generation of genu-
inely integrated risk and compliance management software solutions that can deliver
the three key attributes: valuable information, ease of use and flexibility.
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Acuity Risk Management

Acuity Risk Management LLP
specialises in the delivery of
risk management solutions
and services.

Acuity’s partners and
consultants have implemented
risk management processes for
hundreds of organisations in
every major business sector.

STREAM is the result of this
collective experience and the
market need for ‘easy to use’
risk management solutions
that provide valuable business
information on which key
decisions can be made with
confidence.

In addition to STREAM, Acuity
provides a range of
independent consultancy and
training services.

For further information on
STREAM or Acuity Risk
Management please contact
us at info@acuityrm.com or
visit our website:

www.acuityrm.com

Technology

STREAM is an MS
Windows SQL Server
2005 application
implemented using

the .NET framework and
based on smart client
architecture



