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Automated Security Configuration Management: 
Calculating a Real ROI? 

Key Facts  
Finding a real ROI in security solutions can be challenging, if not impossible, making justifying 
budget dollars difficult at best. However, real ROIs can be found in such solutions as security 
configuration management products, which improve compliance with endpoint configuration 
policies and can be leveraged to considerably reduce the labor involved in a variety of operational 
activities. AberdeenGroup’s current research shows that endpoint security continues to be a 
leading concern with respondents. In addition, security configuration management solutions can 
easily show a real ROI that justifies the cost of purchase and can reduce a variety of ongoing 
operating costs including endpoint software management, vulnerability assessment, power 
management optimization, and unmanaged asset optimization. 
This report focuses on how organizations can calculate the potential ROI of state-of-the-art 
security configuration management products to judge the value of adopting the technology within 
their own environments. 

 

Decision Framework  

State of the Art: More Than Just Patching 
Most computer vulnerabilities can be directly attributed to issues with either the base operating 
system or applications. Ensuring that known vulnerabilities are actively addressed by timely 
deployment of security updates and patches is a key foundation to any endpoint (both server and 
end user) security strategy. Attempting to manually manage the patch deployment process or 
relying on end users to maintain compliance with security update requirements can quickly 
become a losing, labor-intensive battle. Security configuration management solutions were 
created to allow for the centralized management and efficient distribution of endpoint system and 
application patches, as well as security updates. To understand the full impact and value of 
modern security configuration management (SCM) products, you need to understand the full 
capabilities of the current breed of products, which go far beyond their humble beginnings as 
centrally managed scanning and deployment tools. State-of-the-art SCM products often include 
many of the following features: 

• Centralized scanning and inventory of complete endpoint software and hardware 
configurations; 

• Advanced packaging features to distribute patches, updates, service packs, and complete 
software application deployments; 

• Powerful scripting functionality to allow for centralized control and management of 
endpoint software, such as anti-malware agents; 

• Endpoint vulnerability assessment scanning; 
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• Flexible policy management, allowing for real-world policy enforcement requirements; 
• Full-featured reporting, including audit and compliance reporting and trend analysis; 
• Automatic categorization of new patches, including impact and stability assessment; 
• Power management optimization, allowing for managed power savings for endpoints; 

and 
• Unmanaged asset optimization, allowing organizations to discover costly, unmanaged 

resources. 

The broad range of capabilities of SCM products allows for the ability to centralize a variety of 
activities and management solutions into a single product that can streamline a company’s 
management infrastructure considerably and reduce the labor involved in common repetitive 
tasks. SCM is particularly well suited to cover the following types of activities: 

• Software and update deployment, 
• Endpoint discovery and inventory, 
• Software licensing management, 
• Automated endpoint vulnerability reporting, 
• Centralized anti-malware management, 
• Automated audit and compliance reporting, and 
• Power management optimization. 

When you consider these activities, the common theme is that labor plays a key part of the 
ongoing operational costs, which SCM is specifically designed to address. The labor-saving 
benefit of centralized and automated deployment of software isn’t difficult to see, but the labor 
savings around the due diligence to test a new patch or update prior to deployment is not so 
obvious. Best in Class organizations will review new patches for applicability, and then test the 
updates for stability and performance impact within QA environments prior to deployment. This 
step is particularly critical for server endpoints that may support business-critical systems and 
data. Many SCM vendors test new patches in their environments, categorize their importance, 
and automatically provide this information to customers. The result is significantly reduced time 
in analysis and deployment of new updates. 

Companies that still rely on primarily manual processes to deploy patches and updates can see 
considerable ROI when they adopt SCM solutions from the labor savings of patch and software 
deployment alone. Companies that rely on basic or outdated system management servers for 
centralized inventory and software deployment can also see a considerable ROI because state-of-
the-art SCM products are generally much more capable and can consolidate many more activities 
into a single management system, particularly in compliance reporting and endpoint software 
control. Management system consolidation can significantly streamline the overhead of daily 
operations by: 

• Reducing management systems’ capital infrastructure; 
• Reducing staff required to maintain varied management systems; 
• Reducing training time for new staff to learn varied systems; 
• Allowing for uniform policy definition and enforcement; and 
• Reducing cooling and power requirements in the office and data center. 
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Companies using or considering the adoption of network access control (NAC) solutions should 
also seriously consider integrating NAC endpoint policy enforcement capabilities with an SCM 
solution, which would allow for the fully automatic remediation of non-compliant endpoints as 
they connect to the corporate network. This approach minimizes the business impact of placing 
non-compliant endpoints under quarantine while maintaining strong endpoint configuration 
security policies. 

A real ROI can allow an organization to leverage SCM to gain not only a direct return for its 
original investment, but also to return ongoing operational cost savings. This report details a 
methodology organizations can use to calculate the potential ROI for SCM in their own 
environments to determine if SCM may return real value after adoption. 

Assumptions 
There are some basic assumptions for labor and capital costs that will be used in the following 
examples. The assumptions and variables the examples will use are: 

 Name 

EC Number of Endpoint Classes (Servers, laptops, and desktops) 
ET Total Endpoints (includes servers, laptops, and desktops) 
LC FTE Hourly Labor Rate for IT 
HC Management Server Cost (includes hardware, OS, and base software) 
SC Licensing cost of Security Configuration Management Software 

SMR Annual Management Software Maintenance Rate (based on 1.5% per month) 
ML Max Endpoint Load per Server 
PPY Patches Released Per Year (includes Primary OS and security updates) 
PL Patch Validation Labor Hours 

PSR Patch Selection Rate 
QA Labor required to manually QA patch for stability and impact 
DL Deployment Preparation Labor 
RD Deployment Reporting per Activity 
RC Quarterly Compliance Reporting Hours 
RI Inventory Reporting Hours 

ADY Application Deployments Per Year 
USY Scheduled Update Cycles (Yearly) 

UUY Unscheduled Update Cycles (Yearly, includes out-of-cycle patches, malware 
fixes, or updates) 

PF Patch/Update install failure rate 
RL Remediation Labor per Endpoint for deployment failures (in Hours) 

CPCOW Current % of computers powered on over weekends 
PPCOW Potential % of computers powered on over weekends 
CPCON Current % of computers powered on at night 
PPCON Potential % of computers powered on at night 

CPMPME Current % of Monitors with Power Management Enabled 
PPMPME Potential % of Monitors with Power Management Enabled 
CPCPME Current % of Computers with Power Management Enabled 
PPCPME Potential % of Computers with Power Management Enabled 

COP Cost of Power ($/kWh) 
HWD Typical Hours in a Work Day 
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WDPM Typical Workdays per Month 

ROI Calculation Methodology 
First, consider a hypothetical organization that manages to distribute software and patches using 
somewhat manual or partially automated methods, including custom scripts and basic system 
management software distribution tools. We assume the endpoints are generally up to date, 
which is often not the case since most organizations relying on these methods do not have high 
levels of compliance with endpoint configuration policies. The method for comparing the annual 
labor and power costs of using the current methods versus using an SCM system is as follows: 

Security Configuration Management 
Activity Current Labor Comment 

Select and 
Validate Updates PPYPL×  Labor required to review all 

patches releases 

Patch QA PSRPPYQAEC ×××  QA only the patches selected for 
deployment 

Deployment 
Preparation ( )UUYUSYECDL +××  Bundle and package updates and 

patches for deployment 

Failure 
Remediation ( )UUYUSYETPFRL +×××  Manually review and correct 

deployment failures 

Application Deployment 
Activity Current Labor Comment 

Deployment 
Preparation ADYDL×  Bundle and package applications 

and updates for deployment 

Failure 
Remediation ADYETPFRL ×××  Manually review and correct 

deployment failures 

  Reporting and Auditing 
Activity Current Labor Comment 

Deployment 
Reporting ( UUYUSYADYRD )++×  Report on deployment activities 

Power Savings 
Activity Current Calculation Comment 

Min Power 
Cost 

(MNPC) 

( )
1000

138 COPWDPMHWDET ××××  

138 is the total power consumption of a workstation (58 watts) 
and a monitor (80 watts). We divide by 1000 for the conversion of 

kilowatts to watts. 

Minimum 
power cost 
based on 
average work 
hours per day 
and number 
of work days 
per month 

Max Power 
Cost 

(MXPC) 

(
1000

3024138 COPET )××××  

Maximum 
power cost 
based on 24 
hours in a 
day, and 30 
days per 
month 
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Min Power 
Consumpti

on 
(MNPCN) 

(
1000

138 HWDWDPMET )×××  

Minimum 
power 
consumption 
based on 
average work 
hours per day 
and number 
of work days 
per month 

Max Power 
Consumpti

on 
(MXPCN) 

( )
1000

3024138 ×××ET  

Maximum 
power 
consumption 
based on 24 
hours in a 
day, and 30 
days per 
month 

Current 
Powered 
On Day 
(CPOD) 

( ) ( )( )( ) 24168
5512048

×⎟
⎠
⎞

⎜
⎝
⎛ ×+×−×+× HWDHWDCPCONCPCOW

168 is the total number of hours in a week 

The average 
number of 
hours per day 
that 
computers 
are currently 
powered on in 
your 
organization. 

Potential 
Powered 
On Day 
(PPOD) 

( ) ( )( )( ) 24168
5512048

×⎟
⎠
⎞

⎜
⎝
⎛ ×+×−×+× HWDHWDPPCONPPCOW

120 is the number of hours in a business week 

The average 
number of 
hours per day 
that 
computers will 
potentially be 
powered on in 
your 
organization. 

Current 
Power 
Usage 
(CPU) 

( )( ) ( ) ( )( ) ( )( )( )
MXPCN

CPODCPCPMEETCPCPMEETCPMPMEETCPMPMEET 100030285816801 ÷××××+×−×+××+×−×

 

The percent 
of maximum 
power your 
organization 
is currently 
consuming. 

Potential 
Power 
Usage 
(PPU) 

( )( ) ( ) ( )( ) ( )( )( )
MXPCN

PPODPPCPMEETPPCPMEETPPMPMEETPPMPMEET 100030285816801 ÷××××+×−×+××+×−×

 

The potential 
percent of 
maximum 
power your 
organization 
can achieve 
by utilizing 
SCM for 
power 
management 

Current 
Power Bill 
Monthly 
(CPBM) 

( )( MNPCCPUMNPCMXPC )+×−  
Current 
monthly 
power bill 

Potential 
Power Bill 
Monthly 
(PPBM) 

( )( MNPCPPUMNPCMXPC )+×−  

Current 
monthly 
power bill 
after utilizing 
SCM for 
power 
management 
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Percent 
Reduction 

( )
CPBM

PPBMCPBM −  

Percent 
power cost 
reduction 
through 
utilization of 
SCM for 
power 
management 

 

ROI Example: Large Enterprise 
For the first example, take a hypothetical large enterprise with 45,000 endpoints that uses system 
management software and has processes that are somewhat automated. That is, they are actively 
using system management software for patch and application deployment, but they are not 
automating discovery of unknown endpoints or power management. Besides patch and 
application deployment, the company conducts inventory reporting annually, and endpoint 
configuration compliance reporting each quarter. Here are the basic assumptions: 

EC Number of Endpoint Classes 3
ET Total Endpoints 45,000
LC FTE Hourly Labor Rate for IT $60 
HC Management Server Cost $5,000 
SC Security Configuration Management Software $35,000 
SMR Management Software Maintenance Rate 18%
ML Max Endpoint Load / Server 25,000
PPY Patches Released Per Year 160
PSR Patch Selection Rate 80%
ADY Applications Deployments Per Year 8
USY Scheduled Update Cycles (Yearly) 12
UUY Unscheduled Update Cycles (Yearly) 6
RL Remediation Labor per Endpoint (Hours) 0.5
CPCOW Current % computers powered on over weekends 70%
PPCOW Potential % computers powered on over weekends 60%
CPCON Current % computers powered on at night 90%
PPCON Potential % computers powered on at night 80%

CPMPME 
Current % of Monitors with Power Management 
Enabled 15%

PPMPME 
Potential % of Monitors with Power Management 
Enabled 85%

CPCPME 
Current % of Computers with Power Management 
Enabled 10%

PPCPME 
Potential % of Computers with Power 
Management Enabled 40%

COP Cost of Power ($/kWh) $0.081
HWD Typical Hours in a Workday 9
WDPM Typical Workdays Per Month 22

The labor assumptions are as follows (in hours): 

 Activity Unit / Frequency Current Using SCM
PL Patch Validation Labor Per Patch 6 1.5
QA Patch QA Labor Per Patch 16 4
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DL Deployment Preparation Labor  Per Deployment 40 12
PF Patch /Update Failure Rate Per Deployment 15% 2%
RD Deployment Reporting Per Deployment 16 2
RC Quarterly Compliance Reporting Per Quarter 40 2
RI Inventory Reporting Per Year 80 8 

 
For this organization, the current (somewhat automated) vs. SCM labor and power costs to conduct 
regular activities on an annual basis would be as follows: 
 

Activity Unit/Frequency Current Using SCM 
Patch Management    
Select & Validate Updates Per Patch $57,600  $14,400 

Patch QA 
Per Patch and 
Class $368,640  $92,160 

Patch/Update Deployment Prep 
Per Update and 
Class $129,600  $38,880 

Failure Remediation Per Endpoint $3,645,000  $486,000 
    
Application Deployment    
Deployment Prep Per Deployment $19,200  $5,760 
Failure Remediation Per Endpoint $1,620,000  $216,000 
    
Reporting and Audit    
Deployment Reporting Per Deployment $24,960  $3,120 
Quarterly Compliance Reporting Per Quarter $9,600  $480 
Inventory Reporting Per Year $4,800  $480 
    
Power Management    
Annual Power Costs (Computers/Monitors) Per Year $3,655,301 $2,342,579
    
Annual Software Maintenance Base Cost   
System Management Software $100,000 $18,000   
Anti-Virus $25,000 $4,500   
License & Inventory $15,000 $2,700   
SCM $35,000  $6,300 
TOTAL ANNUAL COST $9,559,901 $3,206,159

 
The cost savings due to reductions in labor requirement is quite significant. Here’s a summary of 
the results for this company comparing use of  the current management systems versus acquiring 
an SCM solution: 

Number of SCM Servers 2 
Total Up Front Server Cost $10,000  
Total SCM Software Cost $35,000  
Annual Server Costs (3-Year Depreciation) $3,333  
Annual Software Maintenance (Current) $25,200  
Annual Software Maintenance (SCM) $6,300  
Annual TCO for SCM $3,209,493  
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Total Annual Current Operating Costs $9,559,901 
FTE Requirement (Current) 47  
FTE Requirement (SCM) 7  
Annual Savings Over Current Processes $6,350,408 
ROI Payback Period (Months) 6   

  
By leveraging a single, state-of-the-art SCM solution, the company can reduce the annual FTE 
requirements by 40 and pay back the initial investment in six months. 

ROI Example: Mid-Size Enterprise 
For the second example, we’ll examine a hypothetical mid-size enterprise with 5,000 endpoints 
that currently uses system management software but needs to automate its processes. That is, 
they are attempting to correctly use system management software for patch and application 
deployment, but they struggle with reporting and they are not automating discovery of unknown 
endpoints or power management. Besides patch and application deployment, the company also 
conducts inventory reporting annually, and endpoint configuration compliance reporting 
quarterly. Here are the basic assumptions: 

EC Number of Endpoint Classes 3 
ET Total Endpoints 5,000 
LC FTE Hourly Labor Rate for IT $60 
HC Management Server Cost $5,000 
SC Security Configuration Management Software $17,500 
SMR Management Software Maintenance Rate 18% 
ML Max Endpoint Load / Server 25,000 
PPY Patches Released Per Year 160 
PSR Patch Selection Rate 80% 
ADY Applications Deployments Per Year 4 
USY Scheduled Update Cycles (Yearly) 12 
UUY Unscheduled Update Cycles (Yearly) 6 
RL Remediation Labor per Endpoint (Hours) 0.5 
CPCOW Current % computers powered on over weekends 70% 
PPCOW Potential % computers powered on over weekends 60% 
CPCON Current % computers powered on at night 90% 
PPCON Potential % computers powered on at night 80% 

CPMPME 
Current % of Monitors with Power Management 
Enabled 15% 

PPMPME 
Potential % of Monitors with Power Management 
Enabled 85% 

CPCPME 
Current % of Computers with Power Management 
Enabled 10% 

PPCPME 
Potential % of Computers with Power 
Management Enabled 40% 

COP Cost of Power ($/kWh) $0.081 
HWD Typical Hours in a Work Day 9 
WDPM Typical Workdays per Month 22 
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The labor assumptions are as follows (in hours): 

 Activity Unit / Frequency Current Using SCM
PL Patch Validation Labor Per Patch 8 1.5
QA Patch QA Labor Per Patch 20 4
DL Deployment Preparation Labor  Per Deployment 40 12
PF Patch /Update Failure Rate Per Deployment 15% 2%
RD Deployment Reporting Per Deployment 20 2
RC Quarterly Compliance Reporting Per Quarter 60 2
RI Inventory Reporting Per Year 100 8 

 
For this organization, the current (needs automation) versus SCM labor costs to conduct regular 
activities on an annual basis would be as follows: 

 
Activity Unit/Frequency Current Using SCM 

Patch Management    
Select and Validate Updates Per Patch $76,800  $14,400 

Patch QA 
Per Patch and 
Class $460,800  $92,160 

Patch/Update Deployment Prep 
Per Update and 
Class $129,600  $38,880 

Failure Remediation Per Endpoint $405,000  $54,000 
    
Application Deployment    
Deployment Prep Per Deployment $9,600  $2,880 
Failure Remediation Per Endpoint $90,000  $12,000 
    
Reporting and Audit    
Deployment Reporting Per Deployment $26,400  $2,640 
Quarterly Compliance Reporting Per Quarter $14,400  $480 
Inventory Reporting Per Year $6,000  $480 
    
Power Management    
Annual Power Costs (Computers/Monitors) Per Year $406,144 $260,286
    
Annual Software Maintenance Base Cost   
System Management Software $50,000 $9,000   
Anti-Virus $15,000 $2,700   
License and Inventory $7,500 $1,350   
SCM $17,500  $3,150 
TOTAL ANNUAL COST $1,637,794 $ 481,356

 
The cost savings due to reductions in labor requirement is quite significant. To summarize the 
results for this company comparing using the current management systems versus acquiring an 
SCM solution: 

Number of SCM Servers 1 
Total up front server cost $5,000  
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Total SCM software cost $17,500  
Annual Server Costs (3 Year Depreciation) $1,666  
Annual Software Maintenance (Partial/SMS) $13,050  
Annual Software Maintenance (SCM) $3,150  
Annual TCO for SCM $483,022 
Total Annual Partial/SMS Operating Costs $1,637,794 
FTE Requirement (Partial/SMS) 8  
FTE Requirement (SCM) 2  
Annual Savings Over Partial/SMS Processes $1,154,771 
ROI Payback Period (Months) 5   

  
By leveraging a single, state-of-the-art SCM solution, the company can reduce the annual FTE 
requirements by six and pay back the initial investment in five months. 

ROI Example: SMB 
For the third example, take a hypothetical small-to-medium company with 500 endpoints that 
doesn’t use basic system management software, but has centralized anti-virus management and 
inventory software. This company rolls out updates much less frequently than the hypothetical 
large or mid-size enterprises do. Besides patch and application deployment, the company 
conducts inventory reporting annually, and endpoint configuration compliance reporting 
quarterly. Here are the basic assumptions: 

EC Number of Endpoint Classes 3 
ET Total Endpoints 500 
LC FTE Hourly Labor Rate for IT $60 
HC Management Server Cost $5,000 
SC Security Configuration Management Software $5,000 
SMR Management Software Maintenance Rate 18% 
ML Max Endpoint Load / Server 25,000 
PPY Patches Released Per Year 160 
PSR Patch Selection Rate 80% 
ADY Applications Deployments Per Year 2 
USY Scheduled Update Cycles (Yearly) 4 
UUY Unscheduled Update Cycles (Yearly) 3 
RL Remediation Labor per Endpoint (Hours) 0.5 
CPCOW Current % computers powered on over weekends 70% 
PPCOW Potential % computers powered on over weekends 60% 
CPCON Current % computers powered on at night 90% 
PPCON Potential % computers powered on at night 80% 

CPMPME 
Current % of Monitors with Power Management 
Enabled 15% 

PPMPME 
Potential % of Monitors with Power Management 
Enabled 85% 

CPCPME 
Current % of Computers with Power Management 
Enabled 10% 

PPCPME 
Potential % of Computers with Power 
Management Enabled 40% 

COP Cost of Power ($/kWh) $0.081 
HWD Typical Hours in a Work Day 9 
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WDPM Typical Workdays per Month 22 

The labor assumptions are as follows (in hours): 

 Activity Unit / Frequency Current Using SCM 
PL Patch Validation Labor Per Patch 6 1.5
QA Patch QA Labor Per Patch 16 4
DL Deployment Preparation Labor  Per Deployment 40 12
PF Patch /Update Failure Rate Per Deployment 15% 2%
RD Deployment Reporting Per Deployment 8 2
RC Quarterly Compliance Reporting Per Quarter 15 2
RI Inventory Reporting Per Year 30 6

For this organization, the current (manual) versus SCM labor costs to conduct regular activities 
on an annual basis would be as follows: 

Activity Unit/Frequency Current Using SCM 
Patch Management    
Select & Validate Updates Per Patch $57,600  $14,400 

Patch QA 
Per Patch and 
Class $368,640  $92,160 

Patch/Update Deployment Prep 
Per Update and 
Class $50,400  $15,120 

Failure Remediation Per Endpoint $15,750  $2,100 
    
Application Deployment    
Deployment Prep Per Deployment $4,800  $1,440 
Failure Remediation Per Endpoint $4,500  $600 
    
Reporting and Audit    
Deployment Reporting Per Deployment $4,320  $1,080 
Quarterly Compliance Reporting Per Quarter $3,600  $480 
Inventory Reporting Per Year $1,800  $360 
    
Power Management    
Annual Power Costs 
(Computers/Monitors) Per Year $40,614 $26,028
    
Annual Software Maintenance Base Cost   
Anti-Virus $5,000 $900   
License & Inventory $5,000 $900   
SCM $5,000  $900 
TOTAL ANNUAL COST $553,824 $154,668

 

The company is considerably smaller than the one in the previous example but the labor cost 
savings of nearly $400,000 are still significant and deliver a payback period of five months. To 
summarize the results for the SMB company: 

Number of SCM Servers 1 
Total up front server cost $5,000  
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Total SCM software cost $5,000  
Annual Server Costs (3 Year Depreciation) $1,666  
Annual Software Maintenance (Manual) $1,800  
Annual Software Maintenance (SCM) $900  
Annual TCO for Patch Management $156,334 
Total Annual Manual Operating Costs $553,824 
FTE Requirement (Manual) 4  
FTE Requirement (SCM) 1  
Annual Savings Over Manual Processes $397,489 
ROI Payback Period (Months) 5  

Conclusion 
Labor costs have always comprised a significant part of any operational IT budget. Leveraging 
solutions that improve efficiency through 
automation is the key to reducing total 
cost of ownership for security solutions, 
particularly when the adoption of new 
products can replace multiple legacy 
systems. SCM products are maturing into 
comprehensive endpoint configuration 
management solutions designed to both 
reduce the labor involved with ensuring 
endpoints meet security and policy 
requirements, as well as provide a wealth 
of centralized automation, power management, and reporting features. While most security 
products do not often allow an organization to reduce its daily operating costs and overhead, 
SCM is one key category that allows companies to improve their security postures while 
reducing IT costs, regardless of the size of the organization. IT managers should take a hard look 
at their own internal processes and use this report as a template for determining the impact SCM 
products may have on their own daily operating costs. 

Next Steps  

√ Determine what processes your company is 
following for endpoint configuration and patch 
management 

√ Calculate the labor costs involved in adhering to 
current processes 

√ Compare your labor, power, and maintenance 
costs to those afforded by SCM to see if SCM 
products can reduce your operating costs. 
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Vendors to Consider 
AdventNet http://www.adventnet.com 

Altiris http://www.altiris.com 

Belarc http://www.belarc.com 

BigFix http://www.bigfix.com 

Configuresoft http://www.configuresoft.com 

Ecora http://www.ecora.com 

Landesk http://www.landesk.com 

McAfee http://www.mcafee.com 

NetIQ http://www.netiq.com 

New Boundary Technologies http://www.newboundary.com 

Patchlink http://www.patchlink.com 

Shavlik http://www.shavlik.com 

St. Bernard Software http://www.stbernard.com 

Symantec http://www.symantec.com 
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