
Prin
ted

 in
 Israel

For more contact information, visit: www.Aladdin.com/contact

North America T: 1-800-562-2543, 1-847-818-3800 F: 1-847-818-3810
International T: +972-3-636-2222 F: +972-3-537-5796
UK T: +44-1753-622-266 F: +44-1753-622-262
Germany T: +49-89-89-4221-0 F: +49-89-89-4221-40
Benelux T: +31-30-688-0800 F: +31-30-688-0700
France T: +33-1-41-37-70-30 F: +33-1-41-37-70-39
Spain T: +34-91-375-99-00 F: +34-91-754-26-71
Israel T: +972-3-636-2222 F: +972-3-537-5796
Asia Pacific T: +852-2166-8605 F: +852-2166-8999
Japan T: +81-426-607-191 F: +81-426-607-194

0
6

8
6

9

Boost Online Banking
Confidence and Usage with
Secure USB Authentication

A l a d d i n . c o m / e T o k e n

White Paper

08/2005 ©
 A

laddin Know
ledge System

s, Ltd. is a registered tradem
ark and eToken is a tradem

ark of A
laddin Know

ledge System
s Ltd. A

ll other product nam
es are tradem

arks or registered tradem
arks of their respective ow

ners.



Table of Contents

Abstract ........................................................................................................3

Toward a More Secure Banking Environment ..............................................4

The Identity Theft Phenomenon ..................................................................4

Strong Authentication in Response ..............................................................7

USB Tokens: Strong Authentication and Much More ..................................8

Strong Authentication Solution Checklist ...................................................9

eToken: Strong Authentication at its Best ..................................................11

About Aladdin Knowledge Systems ...........................................................12

1



2 Boost Online Banking Confi dence and Usage with Secure USB Authentication



3

Boost Online Banking Confi dence and 
Usage with Secure USB Authentication

Abstract
The combination of online banking’s rising popularity and the increasing 
number of online services offered by fi nancial organizations indicates an 
extremely bright future for e-banking. However, to maximize such potential, 
fi nancial institutions must overcome a major obstacle: identity theft. ID theft, 
particularly phishing, is rapidly spreading worldwide, and straining the mutual 
trust between fi nancial institutions and their customers that is a prerequisite 
for secure online banking. With identity theft leading to signifi cant fi nancial 
losses and decreased customer usage of online banking services, it is one issue 
that cannot be ignored.

Many fi nancial organizations are looking to implement proactive security mea-
sures to combat identity theft. Strong authentication – the use of more than 
one factor to identify users accessing private networks and applications – is 
among today’s leading choices. USB strong authentication tokens with built-
in smartcard technology, in particular, are taking banking security to another 
level. By enabling easy and secure implementation of certifi cate-based security 
applications, these tokens provide banks with not only strong authentication, 
but also the foundation for implementing end-to-end security and a range of 
secure online services to customers.

By creating a secure environment and improving security controls at every 
point in the banking infrastructure – from internal access through external 
access to sensitive data – USB tokens combat identity theft and fraud, while 
helping banks meet regulatory compliance. And by enabling secure money 
transfers, loan applications, stock trading, and other services online via strong 
authentication and digital signing capabilities, USB tokens raise revenues, in-
crease customer acquisition and retention, reduce operating costs, and deliver 
a rapid and high ROI for banks.
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Toward a More Secure Banking 
Environment
It may be diffi cult for fi nancial institutions and their customers to envision a 
world where their information and transactions are secure from threats like 
phishing and insider identity theft. However, such solutions, in fact, exist 
today, providing:

Secure, trusted connectivity between a fi nancial organization and each and 
every customer.

The same strong, easy-to-use security utilized in ATM transactions for on-
line banking, giving banks the confi dence that customers who appear to be 
conducting transactions are indeed those conducting such transactions.

Confi dence to customers that their privacy, identity and fi nancial assets are 
not being compromised.

Tight and enforceable security controls wherever valuable customer infor-
mation resides, from internal databases to mobile devices such as laptops.

The ability for banks to securely offer all of their services online – from 
foreign exchange through money transfers to mortgages.

The same level of customer confi dence and sense of security with e-bank-
ing as with bricks-and-mortar banking, thereby increasing online banking 
service usage.

By securing their networks and data with strong authentication technology, 
fi nancial institutions can turn this world into a reality.

The Identity Theft Phenomenon
Identity theft is preventing fi nancial institutions and their customers from 
achieving a secure world for online banking. The U.S. Federal Trade Commis-
sion (FTC) estimates that in the United States alone, ID theft leads to annual 
losses of over $50 billion for businesses and customers. And Financial Insights 
estimates that nearly 8.5% of American consumers, or 18 million people, have 
been victims of ID theft.
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•

•
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Figure 1: Number of Identity Theft Victims (U.S.)

One of the major ID theft culprits is phishing, a fast-growing type of online 
fraud. In phishing schemes, “e-thieves” steal confi dential data such as pass-
words, credit card numbers and user IDs from individuals, typically by set-
ting up counterfeit Web sites designed to deceive them into submitting their 
personal credentials.

Called the “hottest, and most troublesome, new scam on the Internet” by the 
FBI, phishing deceived nearly 11 million users in the U.S. in the 12-month 
period ending April 2005, according to Gartner.* With phishing attacks grow-
ing at a monthly rate of 26%, according to the Anti-Phishing Working Group 
(APWG), it’s no surprise that government regulators and leading institutions 
worldwide are taking action to address the problem.

Banks Hardest Hit

Financial institutions are the most vulnerable, and hardest hit, victims of 
phishing. According to the APWG, the fi nancial services sector is consistently 
the most targeted industry for phishing attacks, with fi nancial institutions rep-
resenting 15 of the top 20 organizations targeted by such attacks in 2004.

With nearly 60% of U.S. consumers worried about identity theft, according 
to Financial Insights, it is clear that the phenomenon is taking its toll on the 
online banking industry. According to the same report, for example, 6% of 
U.S. consumers went as far as switching their bank to reduce the risk of falling 
victim to ID theft. And a JupiterResearch study concludes that 27% of all on-
line banking customers use less online functionality due to security concerns, 
and 31% of all online users will not bank online at all as a result.

* Gartner estimates that nearly 11 million recipients of phishing emails clicked on the link, and 
about 1.8 million recalled fi lling in the requested personal information. Source: Gartner, “Increased 
Phishing and Online Attacks Cause Dip in Consumer Confi dence,” Avivah Litan, June 22, 2005
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eToken: Strong Authentication at its Best
Aladdin, a pioneer and market leader in digital security, has developed eToken, 
offering strong authentication and password management solutions to meet 
all of a fi nancial organization’s authentication needs. eToken provides end-
to-end security for banks, enabling them to protect sensitive customer data 
and transactions at every point in the system, from internal databases and 
employee laptops, to corporate transactions and online consumer banking.

Comprised of a wide range of devices, security applications and third-party 
integrated solutions with over 100 partners, the eToken offering gives fi nancial 
institutions the ability to rapidly implement a full suite of security solutions. 
Alternatively, organizations can initially implement a portion of the offering 
while future-proofi ng their investment, and gradually adding other security 
features onto the same eToken platform at a later stage.

Figure 5: End-to-End Bank Security 
with Strong Authentication Tokens

eToken enables fi nancial organizations to deploy a mix of devices for users 
based on their specifi c security needs. Highlighting the eToken line of devices 
are Aladdin’s USB-based token, eToken PRO, and a unique hybrid USB and 
OTP token, eToken NG-OTP. These key-sized tokens are highly portable and 
easy to use, simply plugging into a USB port. By providing strong authentica-
tion while seamlessly integrating into PKI architecture, eToken devices enable 
non-repudiation as well as on-board generation and secure storage of keys, 
passwords and certifi cates for digital signing and encryption.
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But the mere availability of secure tokens is not enough – fi nancial institutions 
also need enterprise-level deployment and lifecycle management capabilities 
to optimize token usage. As such, Aladdin offers the Token Management 
System (TMS), which manages all aspects of assignment, deployment and 
personalization of tokens and related security solutions. TMS is a robust 
system that offers full lifecycle management solutions, from automatic token 
and credential enrollment, through token revocation, to the handling of lost 
and damaged tokens. With TMS, token deployment is simple – users can 
easily enroll their devices online and immediately start utilizing them. TMS 
integrates directly with a bank’s existing user management system, providing 
a robust and fl exible link between users, security applications, authentication 
tokens, and organizational rules. 

With eToken, fi nancial organizations can provide their customers with the 
security and sense of confi dence they seek, and enjoy a signifi cant ROI.

About Aladdin Knowledge Systems
Aladdin (NASDAQ: ALDN) is a leader in digital security, providing solutions 
for software digital rights management and Internet security since 1985.

Serving more than 30,000 customers worldwide, Aladdin products include: 
eToken™, providing cost-effective strong user authentication and password 
management solutions; the eSafe® line of integrated content security solu-
tions, protecting networks against malicious, inappropriate and nonproductive 
Internet-borne content; and HASP®, a digital rights management (DRM) suite 
of protection and licensing solutions featuring the number one hardware-
based system in the world.


