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Note to Reader

This report @ntains images of several financial service provide

websites. The financial service providers aret part of the
problem portrayed here, but are just a target in theew

sophisticated scheme employed by criminals. The screensho

were taken from aninfected PC that was exposed to a successt

Crimeware attack

All financial services have been notified that they are targeted I
OEEO OPEEAGEDELGEAT A ET 1T OAAO

their customers to the new techniques described in this report

Thereport is using the terms [Bank A], [Bank B] etc. to re
emphasize that the financial service providease NOT

responsiblefor the problem portrayed here
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This mo n t dndlysis is geared towards helping our customers understand how current
threats are created and the methodologies used by malware writers to heighten the
infection rate and evade conventional security measures.

Past issues have analyzed websites that were compromised to distribute browser

exploits. In our Q2 Web Security Trends Report Fi nj an r e WMPaakdoe d otoHe&k it whi ch
has since become very popular for spreading malicious code on the web. In our previous

fMalicious Page of the Monthd  prg ype uncovered another anti-forensics attack toolkit.

This document presents an example of a crimeware attack on a PC infected by such
toolkits. This analysis shows the impact of such an infection and highlights the financial
motivation and criminal intent behind these attacks.

Crimeware (Crime Software) refers to software designed specifically for financial crime.
Crimeware targets your company, your employees, your customers and your data.

Crimeware encompasses a range of technologies that can be used to execute a crime.
These include the following:

9 Trojan horse: A program that may appear to be legitimate, but in fact does something
malicious. Trojans are often used to gain backdoor access to a user's system.

1 Keylogger: Aspeciallycr aft ed application designed to #fAliste
(and mouse) activity, record it, and send it over to a third party. finterestingoactivities
are logged i such as logging into online bank accounts, document writing, etc.

1 Rootkit: An application designed to seamlessly integrate into the core components of
the operating system, gain control over the main functionality (and alter it), and stay
hidden from security products.

The example analyzed in this report is a crimeware being used by the known MPack
toolkit. As noted in the last few weeks, MPack is being widely used in the wild and has
successfully infected thousands of corporate and individual users. We have chosen to
analyze this kind of activity as crimeware and anti-forensics techniques have created a
new problem in the web security arena. Crimeware is being funded by financial fraud with
an elaborate scheme of capital incentives behind it. The scope of this new problem is
different than the issues usually dealt by web security solutions, while its impact on the
corporate world is immediate and can be easily quantified.

This may be viewed as a new Phishing attack, although much more sophisticated,
controlled and targeted, as the following analysis shows.

As shown in Figure 1la below, VirusTotal report indicates that the crimeware downloaded
by the MPack toolkit was not detected by the majority of popular security products on July
1> 2007, thus it remains quite effective in infecting the PC.
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VirusTiotal

Complete scanning result of "00000012.exe", received in VirusTotal at 07.01.2007,
17:06:02 (CET).

STATUS: FINISHED

Antivirus Version Lpdate Result

AhnLab-v3 2007.6.30.0 06.29.2007 |no virus found
Antivir 7.4.0.37 06.29.2007 |no virus found
Authentium 4.93.8 06.29.2007 |Mot scanned (unknown file format)
Ayvast 4.7.997.0 07.01.2007 |Win3Z Agent-HDB
BVG 7.5.0.476 07.01.2007 |no wirus found
BitDefender 7.2 07.01.2007 |no virus found
CaT-QuickHeal 9.00 06.30.2007 |no virus found
Clarmss devel-20070416 07.01.2007 |Trojan.Small-22801
Driveb 4.33 07.01.2007 |no wvirus found
eSafe 7.0.15.0 06.30.2007 |no virus found
eTrust-vet 30.8.3752 06.29.2007 |no wirus found
Ewido 4.0 07.01.2007 |no virus found
Fileadvisor 1 07.01.2007 |no wirus found
Fortinet 2.91.0.0 07.01.2007 |wWa2/Clagger.Eltr
F-Prot 4.3.2.48 06.29.2007 |no virus found
F-Secure 6.70.13030.0 07.01.2007 |no wirus found
Ikarus T3.1.1.8 07.01.2007 |no virus found
Kaspersky 4.0.2.24 07.01.2007 |no virus found
Mcifee S064 06.29.2007 |no wirus found
Microsoft 1.2701 07.01.2007 |no wvirus found
NOD3Z2vE 2367 07.01.2007 |no virus found
MNorman 5.80.02 06.29.2007 |no wirus found
Panda 0.0.0.4 07.01.2007 |Tri/Downloader OZM
Sophaos 4.19.0 06.28.2007 |no virus found
Sunbelt 2.2.907.0 06.29.2007 |no virus found
Symantec 10 07.01.2007 |Downloader.Trojan
TheHacker 6.1.6.140 06.28.2007 |no wirus found
VBAIZ 3.12.0.2 06.230.2007 |Trojan.Win32.Small.mi
WirusBuster 4.3.23:9 07.01.2007 |no virus found
\Webwasher-Gateway 6.0.1 06.29.2007 |no virus found

Aditional Information

File size: 7295 bytes
MDS: 56cb53casdeadafab7oc62b31ef99538
SHAL: 492357 7ed75562ff lacedadh 1237 1f15fe699904f

virusTotal is a free service offered by Hispasec Sistemas. There are no guarantees about the availability and continuity
of this service. Although the detection rate afforded by the use of multiple antivirus engines is far superior to that offered
by just one product, these results DO HOT guarantee the harmlessness of a file. Currently, there is not any solution that
offers a 100% effectiveness rate for detecting viruses and malware.

Figure 1ai VirusTotal report on one of the downloaded crimeware components

During July 2007, Finjan identified 58 criminals using the MPack toolkit who have
successfully infected over 500,000 unique users.

The infection ratio stands at 16% from 3.1 million attempts - indicated by the web
traffic volumes of the infecting sites.

30 days later, Finjan re-tested the same crimeware using VirusTotal. As indicated by
VirusTotal report, Figure 1b indicates that the crimeware downloaded by the MPack
toolkit is still not detected by the majority of popular security products on July 29" 2007,
thus it still remains quite effective in infecting the PC.
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v VI RU S Virustotal is a service that analyzes suspicious

files and facilitates the quick detection of viruses,

‘ TOTAL worms, trojans, and all kinds of malware detected
by antivirus engines. More information

File 00000012.exe received on 07.29.2007 09:48:19 (CET)
Current status:  finished

Version Last Update Result

b76c62031e599a38

SEAL: 432577cd755625lacedadble3T 1515526929945

t| ATENTION: VirusTotal is a fiee senice offered by Hispasec Sistemas. There are no

about the av and of this senice. Although the detection rate
afforded by the use of multiple antivirus engines is far superior to that offered by just one
product, these results DO NOT guarantee the harmlessness of a file. Currently. there is
not any solution that offers a 100% effectiveness rate for detecting viruses and mafware

.IIIiiiii;liiiiii‘ii‘illlll'

irusTotal © Hispasec Sistemas - £ Blog - Contact: info@virustotal.com

Figure 1b i VirusTotal report on one of the downloaded crimeware components, 30 days later

Finjands anal ysdcdamewaredbeirngadeckby MRPabkatealsthdnk account
information, such as user name, password, credit card number, social security number
etc., in a creative way.

The specific crimeware analyzed here is capable of stealing account information from
several banks all around the world without leaving any traces behind. Stolen data is being
sent to the criminals over a secure communication channel (SSL) to avoid detection.

Users whose machines were infected by this crimeware will not notice any change to their
normal PC and online browsing experience. The rootkit nature of the crimeware leaves no
sign and does not impact the end-user experience.
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Following is a demonstration of surfing to [Bank A] from an infected computer in
our lab:

A sniffer and a proxy debugger were used during the analysis to track the traffic sent to
and from the infected machine.

Open an Account Fine Locations = Search = Help Contact Us Security Privacy

Banking Credit Cards Lines & Loans Investing Flanning Signon @

welcome Home Equity Line of Credit
take 3 tour | setup online gocess from I

EETaanin ® No closing costs

: S introductory Thereafter

GG Mchonraczouts & Rate as low as Rate as low as » No fees
User ID Forgot User b7 currently currently
46267 3465 5 99044: 7 49%} e No points

L ] L ]

p. d E t P d? z i
asswol Zeraet T asowerd Variable APR' Variable APR'

LTI IILITY {Prime-, (Prime—

Remember my 1D m GET DETAILS >

Ingrezar en espafiol »

New & Noteworthy

Figure 27 [Bank A] login web page

The above screenshot is for illustrative purposes. The screenshot was taken from an Infected PC exposed to a
successful Crimeware attack. [Bank A] is NOT responsible for the problem portrayed here, and have been
notified of this vulnerability.

Step 171 Login form interception

Our lab analysis found that afterfil i ng t he | ogin form and clicking o
the crimeware, running on the infected user machine, intercepts the communication. The
crimeware sends the interceptedUs er | D and password to thbfe cri minal
sending to [Bank A] server. Additionally, as seen in the screenshots below, the post is not

generated by the browser itself (Internet Explorer in this case), but by a user agent

identifying itself as AMSI DO ( wi it probablyssads pi ci ousl y
to identify this specific infected host). All of this is being carried out in the

background, unknown to the user.

Result | Protocal Host URL
200 |HTTF‘5| 194,14 7.133  HbanS7B/EnYHHREIMTLSZFwnk 1 ALL .

Figure 31 SSL request for unknown host

July 2007 4
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Client
Accept: image)gif, image)x-xbitmap, imagefipeaq, image/pipea, applicationx=-shockwawe-flash, *i*
|User-figent: MSID [FADISF2AATECE3821 361 FFSS7024B0CE]|queri| 10 |
Accept-Language: en-us
Transpork
[Host: 194,14 17,133 |
Connection: Keep-Alive
Cache
Zache-Control: no-cache
Entity
Content-Type: application)x-waw-Farm-urlencoded
Content-Length: 442
Miscellaneous
| Referer: https: [ fweb.da- bank. com/cgi-bin porkalflfl.do |

Figure 47 POST request headers containing the referrer site [Bank A] and the non-standard user
agent (MSID)

remember=trueinest_page=nulliT M =nullfaoluenSting=nullifp_browser=maz
illa%2F 4. 0+%283compatible®36 +mzie+6. 1Z53E +windows+nt+5.1 238 +2v 13
3B+ net+clr+2. 0507275295704 0+ 28compatible? 3B +MSIE+6.0%

3B +wfindows+MNT+5 1538 +5W1 %38+ MET+CLR+2 0 507272295 7 Cwind2=
FLEIBSP2E3B T CuBEE T Cen-uss FLBE20p_display=32%FCR00%FCE00%:
FCEY0Efp_timezone=-7&fp_syzlang=en-uskfp userlang=en-uskip resolutions=
B00%EFCE00%E FCEF IR Izemame=46287 3468kpazsward=gakjrthzk ah fx=188y=
10

Figure 5 - Text view of the POST requestcont ent sent to the criminalds

July 2007 5
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Step 21 Stealing additional online banking information

After the user credentials (UserID and password) were sent, the following web form is

presented to the user by the cri mSMandRN server

information requested from the user as well as the valid security lock on the bottom right
of the browser.

szignon +help «open sccount « contactus e search . privacy

.'( WELCOME Y \! |What would you like to da? v|

HOME |_ACCOUNTS |_PAYMENTS |_TRANSFERS | INWESTMENTS |_ACCOUNT SERVICING

Sign On relatediopics
* Forgotten Passwaord

@In order to continue, please enter the information below to help us to verify vour
identity.

Enter Account Holder Information:

First Name: Last Mame:

| | | |
Date of Birth (mm /dd /yyyy): Social Security Number:
N | ] |
|I'~‘ID|:|'|e|"s Maiden Name: | |Name of High School Attended: |
City of Birth: E-mail:

ATM, Check Card Information:

Card Number:

Card Expiration Date (mm /yyyy):

i/
Card CWV2:

ATM PINM:

Banking Account Information:

Primary checking account number:

Routing number:

e-rail fraud & security | about us | careers | locations | site map

|§§| Done & Internet |

Figure 67 Web form sentfromthec r i mi n a | régeestiageadditi@nal information

July 2007 6
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The above screenshot is for illustrative purposes. The screenshot was taken from an Infected PC exposed to a
successful Crimeware attack. [Bank A] is NOT responsible for the problem portrayed here, and have been
notified of this vulnerability.

Step3iCri meware mani pul ates the browserods c

Despite the way it looks, this form is NOT being sent by [Bank A]. The response of the
malicious server to which the login information was sent contained a replacement script
containing the data to construct the alternative page. The page is being reconstructed
in real-time by the crimeware that took over the browser, and is being displaying over the
pre-established SSL connection with the [Bank A] server. Note that the page has the

Al ook and f e@BankAlpage.a nor mal

The same technique is used when browsing to several other online financial service
providers. Thus, for each financial institution, the crimeware will send a customized set of
crafted forms and pages, designed to harvest the specific information needed to log into

that particularservic e (such as fAfavoritedo questions, memor at
Naturally, they wild/| have the identical il ook and
scamming.

The browser does not show any signs that this modified page is suspicious in any way,
and the surfing activity appears to be normal . Wh
browser to validate the SSL connection, a valid [Bank A] certificate is presented:

July 2007 7
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Certificate

General |Details Certification Path

—:] Certificate Information

This certificate is intended for the following purpose(s):
*Ensures the identity of a remoke computer

* Refer to the certification authority's skatement For details,

Issued bto:  web,da- bank. com

Issued by: vy, verisign.comCPS Incorp, by Ref, LIGBILITY
LTD. ()97 YeriSign

valid from 6/25/2006 to &/25/2008

Irskall CertiFicate...] [Issuer Skakerment ]

Figure 7 1 Valid SSL certificate issued to [Bank A] from VeriSign is presented to the victim

July 2007 8
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Figure 8 shows the crafted web form with all the requested sensitive information, as filled
in by the unsuspecting victim.

»signon s help «open account s contact us e search  » privacy

[ wercome | \ \What would you like to do? v.|

HOME |_ACCOUNTS | PAYMENTS |_TRAMSFERS | INVWESTMENTS | _ACCOUNT SERVICING

Sign On relatediopics

+ Forgotten Paszward

@In order to continue, please enter the information below to help us to verify vour
identity.

Enter Account Holder Information:

First Name: Last Name:

|aaazaaasa | bbblibbblibb |
Date of Birth (mm /dd /yyyy): Social Security Number:

oz ;18 |;[1980 | 22 |2z |.[zm33 |
Mother's Maiden Name: Name of High School Attended:
|Maria | |Hunr’[ |
City of Birth: E-mail:

|Iap|and | |aa@ht0main.cnm |

ATM, Check Card Information:

Card Number:
|55?65?E5?566555?

Card Expiration Date (mm /yyyy):

o

Card CWV2:

ATM PIN:

Banking Account Information:

Primary checking account number:

|p3237 4628376921 |

Routing number:

17388127 | s

2-mail fraud & security | about us | careers | locations | zite map

Figure 81 Crafted web form filled in by the victim

The above screenshot is for illustrative purposes. The screenshot was taken from an Infected PC exposed to a
successful Crimeware attack. [Bank A] is NOT responsible for the problem portrayed here, and have been
notified of this vulnerability.

July 2007 9
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Step 41 Intercepting the additional information submission

Once the victim clicked on the fisign ondo button,
session to the criminalés server in the backgroun
Result  Protocol Host | URL

200 |HTTF'S| 194,14 7.133  JHbgnS7B/ENVHHREIMTLSZFwnk 1ALL ..

Figure 9 - Secured request for unknown host

remember=truefnest_page=nulliT KN =nullfacluerySting=nullifp_browser=moz
illa%2F 4. 0+%283compatible®36 +mzie+6. 1Z53E +windows+nt+5.1 238 +2v 13

3B+ net+clr+2. 0507275295704 0+ 28compatible? 3B +MSIE+6.0%

3B +wfindows+MNT+5 1538 +5W1 %38+ MET+CLR+2 0 507272295 7 Dwind2=
FLEIBSP2E3BET CuBEE T Cen-uss FLBE20p_display=32%FCR00%FCE00%:
TCEY0Efp_timezone=-7&fp_syzlang=en-us&fp_uszerlang=en-uskip_resolutions=
B00%FCE00% FCEFDRuzermame=46287 3468kpazsward=gakjthzk ahfx=188y=
10%FirztH ame=aaaaaaaaatl asth ame=bbbbbbbbbb&D 0B _month=07

L00B day=133400E vear=1980855M1=222E55H 2=228.55M 3=3333
tbArA M =bd aniat:zchool=Honrt&birthcity=laplandiE rmail=aa@htomain. comiCCH L
rmber=657657E575ERERE7ECCE xp_maonth=114CCE xp_pear=2009%Ch2=555
&0 T R PIN=58885ACcount=39237 4628376921 &R outing=81 7 3681 27
sl_onbinue. s=0aslontinue p=¢

Figure 101 Text view of the POST request content

After the data was successfully sent to the attacker site, the original [Bank A] response to
the credentials used is presented. It should be noted here that the transmission to the

attackerodos site is being carried outreisno parall el
del ay whatsoever fr om urbZ¥ showsdhe éctual [BankAlpect i ve. Fig
response received in Finjanoés | dbandpassWoldect i ng our

A valid [Bank A] customer would receive the standard welcome page for his/her account.

Open an Account Fini Locations = Search = Help Contact Us Privacy

Banking  Credit Cards  Lines & Loans  Investing  Planning Signon @
Sign On

@Infnrmatinn not recognized.

Please check the information you entered and try again.

If you're having trouble accessing yvour account, help is available:
Forgot your Online User 107 Ask far an g-mail reminder.
Forgot your Password? You can reset it,

.
.
e Guessed wrong several times? You access may be blocked. Click here to unblock it.
s For further assistance, please call Customer Service at 1-800-

User ID

462873468

Password

Site Map Contact Us Careers Security Privacy

Figure 111 Original [Bank A] page presented after sending the data to the attacker host

July 2007 10
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The above screenshot is for illustrative purposes. The screenshot was taken from an Infected PC exposed to a
successful Crimeware attack. [Bank A] is NOT responsible for the problem portrayed here, and have been
notified of this vulnerability.

From this moment on, the attacker has all the information needed to carry out a criminal
activity 7 including making a direct ATM withdrawal by simply coding the required
information onto the magnetic stripe of a blank card, and using the ATM PIN number.

[Bank A] is just one example. Several other leading online banking sites, all around the
world, were found targeted by this crimeware as well.

In general, the flow of extracting the sensitive information from the infected PC user is as

follows:

1) Detect login page to a financial service

2) Send the login credentials to the financial service as well as the crimeware server

3) Crimeware server response contains custom designed page to get more sensitive
information (designed for the service provider)

4) Crimeware on infected PC injects the custom page into the browser (which is already
connected via SSL to the financial provider)

5) Victim enters sensitive data into customized form

6) Crimeware sends customized form data to crimeware server

7) Crimeware gets the financial service response to the original login credentials and

shows them on the browser.

This flow is depicted in Figure 12 below.

July 2007 11
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Crimeware Browser FinanciaI.Service
Provider

Credentials

Credentials .

Inject form into Browser

Get all personal data

Login result from
Financial Provider

Figure 12 - Workflow of harvesting confidential financial information

The elaborate scheme, as depicted above, enables crimeware to cover a multitude of
financial services and to harvest the relevant information from each service, according to
the needs of the criminal. For example, one bank would be used to get ATM PIN numbers
and Social Security Numbers, while a different bank would be used for stealing
confidential login details used to access personal accounts.

The following screenshots show samples of the crimeware in action for several major
online financial providers.

Alert for the reader

These financial service providers will not ask for such details on their online banking
applications i especially when concerning social security numbers, secret question and
answer, or ATM PIN codes. The examples provided below represent the crimeware
pages and not the original bank pages.

July 2007 12
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Figure 13 shows the [BankBjmo di fi ed fiSecurity Confirmationod pag
crimeware application.

Online Banking

Security Confirmation

To continue with Onling Banking, please provide the information requested below.

Account Password | |

ATM, Check Card or | |
Credit Card Humber:

(15 digits, no dashes orspaces)

Card Expiration Date: I:I i I:I

(mm £y
ATM or Check Card
CyWw2: @ digis)
ATM or Check Card PIN:
(4 to 6 digits)

Social Security Humber {(SSN): | | - | | - | |
[ )

Mother's maiden name: | |

Date Of Birth: | ] | |
(mmiddfnnn

Telephone banking | |
password:

|What iz your father's middle name? w |

| In wehat city weas your mother born? (Ente |

|What is your maternal grandmother's first V|

Stop writing checks
and you could save $53
Learn more »

B Secure Area 55 A
Frivacy & Security Cfficial Sp;uaul'-g?crﬁﬁ ¥

Figure13-Reconstructed ASeonwr if toy mCd rofri f Batn k B]

The above screenshot is for illustrative purposes. The screenshot was taken from an Infected PC exposed to a
successful Crimeware attack. [Bank B] is NOT responsible for the problem portrayed here, and have been
notified of this vulnerability.

July 2007 13
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Figure 141 Reconstructed page asking for credit card number at [Bank C]

The above screenshot is for illustrative purposes. The screenshot was taken from an Infected PC exposed to a
successful Crimeware attack. [Bank C] is NOT responsible for the problem portrayed here, and have been

notified of this vulnerability.
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