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Solutions for Healthcare

Activldentity simplifies the lives of doctors and nurses by eliminating
password frustration from their workday. These solutions make access to
systems easy, more secure, and free of password complexity.

Activldentity Solutions for Healthcare work with leading applications, web
portals, identity management and physical and logical network access
solutions to deliver proof of identity services necessary for the privacy of
medical data and rapid access to patient resources. These solutions have been
deployed at a spectrum of healthcare providers, from local clinics to large
national hospital systems.

Key advantages

= Full suite of integrated solutions
for proof of identity and credential
management.

Identity and healthcare

Healthcare organizations must be able
to provide positive proof that electronic
activities are accurate, reliable, and
auditable. Proof of identity and
credential management provides

the foundation to solving these
requirements.

= Vast application support including
support for healthcare patient record
software.

= Supports leading Identity
Management platforms including
IBM®, Microsoft®, Novell, and Sun®.

= Supports CCOW context
management through integration
with Carefx® products.

Knowing who has access to computing
resources and maintaining the

privacy and fidelity of sensitive data
are fundamental requirements for
every healthcare IT department.
Proper security and identification are
paramount to satisfying legislative
requirements and their responsibilities
to patients.

Measures for protecting medical
applications and ensuring privacy often
rely on complex password policies,
which provide only marginal security
and limited proof of identity.

New applications and security
requirements from regulations
exacerbate the problem, with a growing
number of difficult passwords used as
credentials. Password complexity hurts
productivity, impedes the time available
for patients, and leads to overall end-
user frustration.
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Highlights

Solutions for Healthcare
provides digital identity
assurance to healthcare
environments in order to:

Meet regulatory
requirements (including
HIPAA) for proof of identity
and strong access controls
to patient data.

Reduce time spent logging
into applications, leading to
more time for patient care.

Provide fast access to
patient data to personnel,
and ensure privacy and
security without password
headaches.

Provides secure access from
anywhere - in the doctor’s
office, on the hospital floor,
or from home.

Dramatically reduces high
help desk costs incurred by
forgotten passwords.
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Activldentity solutions

Single Sign-On

Actividentity SecureLogin SSO provides

fast, secure access to applications without
prompting the user for additional passwords.
Our solutions support healthcare requirements
for shared kiosk workstations, fast user
switching, and strong authentication. Kiosk
supports leading proximity devices for

handsfree authentication.

Together with Carefx, the Single Sign-On
Solution for Healthcare provides doctors and
nurses with rapid access to a patient record

across multiple CCOW-enabled applications.

Strong Authentication

Activldentity strong authentication solutions
help healthcare organizations provision

and manage strong authentication devices
including biometrics, proximity badges, smart
cards, USB tokens, and one-time password
tokens.

Activldentity strong authentication solutions

help protect VPNs, web portals, wireless
access points, and dial-up network access.

Smart Employee ID

Actividentity Smart Employee ID utilizes
smart card technology to provide a single ID
for photo identification, physical access, and
authentication to networks and applications.
Smart Employee ID also supports PKl-enabled
applications such as secure encrypted e-mail.

Secure Information and Transactions
Smart Employee ID paired together with
Adobe® Intelligent Document Platform
provides proof of identity with document
workflow and enables electronic document
security features such as digital signatures
and document encryption.

Leadership and experience

“Our goal is to accelerate access to
medical IT services, and to maintain
the highest standards of security
and privacy that patients expect and
deserve.”

Dr. Harold Robles

Vice President of Healthcare Solutions,
Activldentity
President Emeritus of the Albert

Schweitzer Institute for the
Humanities

Chairman of Medical Knowledge
Institute

Executive Committee, The Club of
Rome

Executive Committee, Bob Pinedo
Award for Contributions to
Improvement in the Care of Cancer
Patients

Co-Founder of The International
Trust for Children’s Health Care

About Actividentity

Actividentity, Inc. is the trusted provider of
identity assurance solutions for business and
government worldwide.

Activldentity provides the only fully integrated
platform that allows organizations to issue,
manage and use trusted digital identities for
secure access, secure communications, and
legally binding digital transactions.

Activldentity customers experience multiple
business benefits including protection of
resources and information, enhanced workforce
productivity and regulatory compliance.

Partners
I | e, Novell
Adobe
CITRIX PREGIE

microsystems

5

Microsoft
GOLD CERTIFIED

Partner

Smart Card
Alliance

General Member

Copyright © 2006 Actividentity. All rights reserved. Actividentity® is a trademark of Actividentity Inc. All other trademarks, tradenames, service marks, service names, and

images mentioned and/or used herein belong to their respective owners.

AI1006HCA4

www.actividentity.com

Americas +1 (510) 574 0100
US Federal +1(571) 522 1000
Europe +33(0) 142048400

Asia Pacific +61 (0) 2 6208 4888

Email info@actividentity.com

Actividentity




