BitDefender Antispam NeuNet
Whitepaper

Cosoi Alexandru Catalin
Researcher BitDefender AntiSpam Laboratory

I1EI?1ET (L bitdefender

our every bit



Contents

1. Overview of the Spam Issue

2. About Neural Networks

3. New Structure Using Neural Networks

4., Efficiency

QR 0overview of the Spam Issue

In recent years, electronic mail users
around the world have noticed that

an increasing amount of unsolicited
e-mail reaches their mailboxes. So far,
~ mt B adq ne sksdgim® B dsgncr g~ ud
been proposed to address this problem,
such as: Bayesian, Black-Lists/White-
Kirsr+ H B~ Fd+ TQK sksdghmT+ Gdtghrshb+
dsb- Sgd ficd™ adgimc “mx ro” B sksdghmF
technique, (heuristic, probabilistic or
keyword based) is the same: as spam
messages usually look different from
legitimate messages, a good way to
identify and stop them is to detect
these differences. Judging by the
gdrtksr ne sgdrd sksdgim® B dsgncr “mc
given that spam changes every day,
the best way to solve this problem
would be to use all of these features for
a combined and more accurate effect.
Easier said than done!. Ever since the
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emergence of these technologies spam-
mers have improved their techniques,
so that spam still gets to its destina-
tion. They have used obfuscation,
masking words so only a human would
understand them, they have taken ad-
u-ms”fd ne sgd utkmdq” anhshdr ne Gs Bk,
parsers or even masked the content

in such a way that it would be almost
impossible for a computer to make

the difference. Anti-Spam solutions
have had to increase the frequency of
the updates and also to develop more
heuristics in less time. The need for an
automatic process that would quickly
learn the characteristics of the new
spam without affecting the accuracy
of detection on less recent spam has
become vital. The answer we have
found to address this problem lies in
sgd ~gshsbh™k mdtq k mdswvngjr-

A neural network consists of a large number of processing elements, called neu-
rons. Each neuron has an internal state, called its activation or activity level which
is a function of the inputs it has received. Typically, a neuron sends its activation
as a signal to several other neurons. A neuron can send only one signal at a time,
“ksgntfg rtbg rifm k B ~x qd~bg rdudg’k nsgdq mdtgnmr- @m ~gshsbh~k mdtq k mdswvngj
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can also be seen as an information
processing paradigm that is inspired by
the way biological nervous systems,
such as the brain, process information.
Neural networks take a different ap-
proach to problem solving than that of
conventional computers. Conventional
computers use an algorithmic approach
-i.e. the computer follows a set of in-
structions in order to solve a problem.
Tmkdrr sgd rodbhsb rsdor sg~s sgd bn il -
puter needs to follow are known, the
computer cannot solve the problem,
which restricts the problem solving
capability of conventional computers to
problems that we already understand
and know how to solve. In addition

to that, conventional computers use a
cognitive approach to problem solving;
the way the problem is to be solved

—> Qutput

must be known and stated in small
unambiguous instructions. These in-
structions are then converted to a high
level language program and then into
machine code that the computer can
understand. These machines are totally
predictable; if anything goes wrong it is
due to a software or hardware fault.
Neural networks and conventional
algorithmic computers do not compete
but complement each other. Certain
tasks, such as arithmetic operations,
are more suited to an algorithmic ap-
proach whereas others require neural
networks. Even more tasks ask for
systems that use a combination of the
two approaches (normally a conven-
tional computer is used to supervise
the neural network) for a maximum of
desbidmbx-
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A neural network is said to learn off-line if the learning phase and the operation phase are distinct. A neural network
is said to learn on-line if it learns and operates at the same time. Usually, supervised learning is performed off-line,

whereas unsupervised learning is performed on-line.
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