








In the past, most Web content was static and predictable. But today’s reality 
is that Web content—even from so-called “trusted” sites—is constantly 
changing with end-users encouraged to post, edit or manipulate content. 
The most popular and heavily-trafficked sites that make the most use of 
dynamic Web 2.0 content, are also the most vulnerable to attack. In fact, 
according to Websense research covering the first half of 2008, over sixty 
percent of these top 100 sites either hosted malicious content or contained a 
masked redirect to an illegitimate site*. 

The Websense Approach

Websense 
ThreatSeeker Network
The Websense ThreatSeeker 
Network adaptive security 
technology uses more than 50 
million real-time data collecting 
systems that continuously monitor 
Internet content—including new and 
dynamic content—for emerging 
threats. The Websense ThreatSeeker 
Network feeds this intelligence into 
its Web security, messaging security 
and data loss prevention solutions. 
As a result, Websense is able to 
adapt to the rapidly changing 
Internet at speeds not possible by 
traditional security solutions and 
basic email filtering solutions.

The ThreatSeeker Network: 

•	 Analyses more than 40 million 
websites per hour

•	 Assigns reputation to more than  
2 million domains, networks, IP 
addresses and hosts every hour

•	 Scans nearly 10 million emails for 
unwanted content and malicious 
code every hour

•	 Captures more than 10 million 
unsolicited spam, phishing or 
exploit campaigns every day

Websense understands both the content and the context of the Internet 
landscape through its industry-leading ThreatSeeker™ Network, and feeds 
this intelligence into all its security solutions. Websense is the first security 
vendor to address the risks of Web 2.0 by deploying ThreatSeeker analytics 
inline at the customer’s gateway, providing dynamic, adaptive protection 
against new threats and uncategorised content. 

Websense customers can now harness the power of Web 2.0, while keeping 
security risks in check by examining the content of both inbound and 
outbound HTTP and SSL-encrypted traffic. Real-time content analysis is 
combined with powerful anti-malware, Web reputation and URL filtering 
protection to proactively block malicious content before other security 
solutions even know it exists. This approach keeps networks secure, while 
still enabling the latest Web-based tools, applications and legitimate content.

The Company Behind the Solutions
Websense is a leader in integrated Web, data and email security, protecting the 
essential information of more than 42 million people around the world. Websense 
software and hosted security solutions help organisations block malicious code, 
prevent the loss of confidential information and enforce Internet use and security 
policies.

After 15 years of Internet experience, nobody knows the Web like Websense. 
Websense has unprecedented visibility into the internal and external movement  
of information in the Web 2.0 world with knowledge of: 

•	 Who is authorised to access websites, content or applications 

•	 What data must be protected from leaks

•	 Where users can go online and sensitive data can be sent

•	 How sensitive data can be communicated and online resources can be used.

Websense provides unparalleled protection by means of the ThreatSeeker 
Network—the technology foundation for Websense Web, data and email security 
solutions. The ThreatSeeker Network provides the intelligence that underlies 
Essential Information Protection™ by delivering real-time reputation analysis, 
expanded behavioural analysis and actual data identification. 

Websense ThreatSeeker Network uses more than 50 million real-time data 
collecting systems to analyse one billion pieces of content daily, more than 100 
million sites daily, assigns reputation to more than two million domains, networks, 
IP addresses and hosts every hour and scans nearly 10 million emails for unwanted 
content and malicious code every hour.

Learn more about Essential Information Protection, the ThreatSeeker Network and 
the entire line of Websense solutions at www.websense.com. 

Say Yes to Web 2.0 with Websense.

System Requirements
Web Security Gateway
	 Websense Content Gateway
	 •	 RedHat® Enterprise Linux® 4,  

	 update 5
	 Websense Web Security
	 •	 RedHat® Enterprise Linux® 4,  

	 update 5
	 •	 Microsoft® Windows Server® 2003 

	 Standard or Enterprise Editions,  
	 with SP1

	 •	 Microsoft Windows® 2000 with SP3  
	 or higher

Websense Content Gateway
•	 RedHat® Enterprise Linux® 4, update 5
Websense Web Security
•	 RedHat® Enterprise Linux® 4, update 5
•	 Microsoft® Windows Server® 2003 

Standard or Enterprise Editions,  
with SP1

•	 Microsoft Windows® 2000 with SP3  
or higher

Web Filter
•	 RedHat® Enterprise Linux® 4, update 5
•	 Microsoft® Windows Server® 2003 

Standard or Enterprise Editions,  
with SP1

•	 Microsoft Windows® 2000 with SP3  
or higher
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For a free evaluation of all Websense products or to view our online 
demos, visit www.websense.com/evaluations
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The Web security landscape is changing: heavily-trafficked sites contain the most dynamic 
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